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Cloud adoption in the Insurance industry

Cloud deployments are booming. Risk managers, compliance officers,

Technology leaders are embracing  auditors and regulators want to know 4>?+ Significant Challenges facing Insurers
environments that are instantly how, in this new technology

scalable, with modern delivery landscape, Cloud teams design and « Talent acquisition and retention preventing insurers from
capabilities automating many of their @PPly controls to manage security and achieving their innovation goals

tasks to help them work faster. resiliency risks. - Ever increasing technical debt, including monolithic batch job

Is your organization ready to show
them how risks are managed and
your Cloud environment

is controlled?

based architecture, and competing priorities make choices

challenging and sometimes at odds (large scale migration vs.

slow and steady, competing transformation initiatives)

— “What is your why?”

— Technical agility and resilience to stay competitive with
InsurTechs

Regulators focus on cloud governance and controls

Use of cloud computing continues to be a focus area for the regulators, in
particular, the FFIEC Architecture, Infrastructure, and Operations handbook
sets out risk considerations for cloud computing. The risks identified in the
handbook are a helpful reference point whether or not a company is
regulated by the FFIEC.
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https://ithandbook.ffiec.gov/it-booklets/architecture,-infrastructure,-and-operations/vii-evolving-technologies/viia-cloud-computing/viia5-risk-considerations-for-cloud-computing.aspx

A Cloud Adoption Lifecycle

Gartner estimates that over 85% of organisations will embrace the cloud-first principle by 2025, with over 95% of new workloads being
deployed on cloud-native platforms (up from 30% in 2021).
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20-70% It spend in cloud
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Utilizing revamped
cloud-aware

Culture: Processes:

Waterfall mindset with extended SaaS-first decision making &

. aS- Adopting multi- operating m Move to
delivery cycles guidelines cloud, multi-vendor Adopting cloud “enhance and
............... = Technology: for SaaS, PaaS & for all purposes operate”

Org Structure: g

Focused on data center
management than innovation

Roles & Skills:

In-house knowledge

Lowers barriers for business to
embrace new services

O

development to create market
differentiation

Running
workloads
on-premises

_O-

Risk & Control Challenges

Developing
in-house products

Culture:

C

O

veraging single
cloud provider

Agile & innovative mindset
driving new products & features

Experimenting with

public cloud services

: % Org Structure:
EI_ﬁ Full-service oriented delivery

model with reduced IT
involvement

Technology:
Q EmbeddingAl/ML to drive
customer insights & improve
process efficiencies

Lack of strategic planning for the migration of
critical business services

Undefined roles and responsibilities for risk and
control governance

Expanded opportunities for risk and control
rationalization and automation of control
execution

Cloud/third-party service providers concentration
presents firm with a significantly changed
technology risk environment
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Shared responsibilities with cloud providers

Shared responsibility is a key concept for all types of cloud and managed services. According to Gartner, by 2023, 99% of failures related to
Cloud services will be incurred by customers rather than by service providers. In variety of cases we observe this due to a
misunderstanding of roles and responsibilities.

Considerations when migrating

services to a Cloud Service

Provider (CSP)

Understand the service
provided by the CSP

Understand the shared
responsibility model

Understand the impact to
service commitments, system
requirements, etc.

On-premises

Cloud services shared responsibility model examples

Application configuration

Application configuration

Application configuration

Application

Application

Application

Risk and

control considerations

Evaluate the need for changes
to existing controls

Application development platform

Data(base)

Middleware

0S

Identify new risks to meeting
applicable requirements (e.g.,
SOC, ICFR)

Evaluate for updates to key
controls

Virtual infrastructure

Hardware

Storage

Network

Physical facilities
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Application development platform

Application development platform

Data(base)

Data(base)

Middleware

Virtual infrastructure
Hardware

Storage

Network

Physical facilities

()

Middleware
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Virtual infrastructure
Hardware

Storage

Network

Physical facilities

Evaluate the CSP key controls
(CSOCs) and identify CUECs
expected to be implemented

Evaluate the key controls
required to be implemented

Evaluate the use of subservice
organizations (3rd parties
utilized by the cloud provider)
and associated controls

Management

Cloud Service Provider

-



Cloud trust, risk and compliance — What is typically overlooked?

39%

Data privacy, sovereignty and sprawl

36%

Cybersecurity and regulatory knowledge/skills of team

Cybersecurity, risk and compliance 31%

31%

Customer trust

30%

Vendor selection, contracting and management

Service availability and redundancy 29%

Compliance with relevant regulations 27%

Shared responsibility with cloud service providers 24%

Governance of cloud systems and processes 17%

Internal controls, and specifically SOX requirements 14%

Source: 1: PwC US Cloud Business Survey (https://www.pwc.com/us/en/tech-effect/cloud/cloud-business-survey/risk-management-leaders.html)
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What we have learned

Below are the watch points we have encountered during our engagement with clients

fﬁQE Ensure the right skills exist for governance and oversight - each line of defense and at the Board level

ﬁ Understand strategy for cloud as a key enabler of attracting and retaining technology talent

|:||]|][| Examining Cloud spend can help optimize and reduce expenses

o— Importance of prioritizing designs to meet regulatory and business requirements

/y Upfront infrastructure and application assessments are critical for determining compatibility

000

ﬁ Support from the Cloud provider can provide additional insight which may have not been otherwise known or available to the public
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